Torfaen County Borough Council
Internal Audit Service
Tuesday, 03 September 2024
SHARED RESOURCE SERVICE
Summary of Internal Audit Activity
2024 – 25 Year to date


Introduction
The purpose of this report is to:
· Advise of the progress to date with the current year’s Audit Plan (2024 – 25)
· Provide details of the audits finalised in the period; and
· Raise any matters relevant to the Finance & Governance Board role.


Audit Plan 2024 - 25
Internal audit plan progress overview:
		STAGE
	NUMBER
	%AGE

	NOT ISSUED (NID)
	7
	63.64

	ISSUED (ISS)
	1
	9.09

	FIELDWORK (FLD)
	1
	9.09

	REPORTING (REP)
	0
	0.00

	COMPLETED (COM)
	2
	18.18



	CODE
	NARRATIVE

	P
	Planned

	I
	Issued

	C
	Completed



		Ref
	Stage
	Type
	Title
	Quarter

	
	
	
	
	P
	I
	C

	SRS - 24001
	NID
	FUP
	Active Directory
	3
	
	

	SRS – 24002
	ISS
	SYS
	Application Integration Service
	2
	2
	

	SRS – 24003
	FLD
	SYS
	Business Management
	2
	2
	

	SRS – 24004
	COM
	SYS
	Data Centre – GPA
	1
	1
	2

	SRS – 24005
	NID
	FUP
	HALO
	3
	
	

	SRS – 24006
	COM
	SYS
	Information Security Management System
	1
	1
	2

	SRS – 24007
	NID
	SYS
	IT Disposals
	4
	
	

	SRS – 24008
	NID
	SYS
	IT Service Continuity Management
	4
	
	

	SRS – 24009
	NID
	SYS
	Mobile Computing
	2
	
	

	SRS – 24010
	NID
	SYS
	Software Asset Management
	3
	
	

	SRS – 24011
	NID
	FUP
	Solarwinds
	3
	
	







Audits Completed in the Period
	Audit Title:
SRS – 24004 Data Centre - GPA
	Audit Sponsor:
Nigel Stephens / Matt Coe
	Final Report Issued:
20 Aug 2024

	Assurance Opinion:
	
	
	
	
	

	FULL
	SUBSTANTIAL
	MODERATE
	LIMITED
	NONE

	
	
	
	
	





	
	Recommendations / Management Action(s)


	Audit Timeline: 96 days


	ISS.1
	Priority: Medium

	Control Requirement:
Biometric or smart card access control devices are used to restrict access to the Data Centre, with all personnel entering from a designated entry point, with access monitored and the biometric/smart card activity logs reviewed/performed by an authorised person.
There are procedures for disabling user access if biometric or smart card devices leave the organisation.
Issue:
The last 6-monthly review carried out by the FISO was on April 24th, 2024, using an access list prepared by the GWP Facilities team from the access card system.  10 of the 47 individuals were removed on April 25th, 2024, after confirming with estates/SRS that they no longer needed access or shouldn't have access, no other recommendations were made.  The list contained an individual (PS) who had retired and left employment on 14th April as a leaver form had not been promptly completed.  
	Recommendation:
Access control needs to be effectively managed; this requires robust monitoring and adherence to set procedure i.e. prompt completion, submission and processing of leaver forms.
	Management Response:
Agreed.
Details of all SRS staff with data centre access will be sent to the Assistant Director, who will then from that point, notify the Head of Estates and the FISO to ensure that staff are promptly removed.
Paul Higgs, Assistant Director
August 31, 2024

	ISS.2
	Priority: Medium

	Control Requirement:
System downtime/outage is actively monitored to prevent service failure.
Issue:
The Data Centre at Vantage uses tools such as SCADA, PME and trend analysis.  When questioned, management stated that the control was not in place even though it is known that a BMS exists.  Whatever the arrangements in place they are not networked, and only on a local console in the room from which no performance data was provided as it had failed.  In 2022 an engagement request for it to be networked was made but it is currently sitting on a horizons project list as it has not been prioritised by GPA.  
	Recommendation:
The expected control(s) should be implemented, and management should receive the necessary assurance of its operation.
Prioritisation of the engagement request would help provide the necessary assurance for management.
	Management Response:
Agreed.
The BMS supplier is to visit to provide guidance which will result in a policy/procedure to be included in the data centre guide.
Shaun Connolly, Head of Estates and Facilities Management
November 30, 2024

	ISS.3
	Priority: High

	Control Requirement:
A standard and approved data centre operating policy and guidance exists which guides the management and operation of the Data Centre and which all required persons are aware of.
A mechanism for reviewing the operating manual on a regular basis to reflect changes and improvements in operations and verify adherence to best practice exists.
Issue:
Management stated that the controls were not in place.  The existence of OEMs was mentioned, but these were not provided.  
	Recommendation:
The expected control(s) should be implemented, and management should receive the necessary assurance of its operation.
	Management Response:
Agreed.
An operating procedure (and guidance) will be devised and introduced.
Shaun Connolly, Head of Estates and Facilities Management
November 30, 2024

	ISS.4
	Priority: Medium

	Control Requirement:
Controls are in place to adequately prevent floods and other disasters.
Issue:
A copy of the Business Continuity Plan was provided, it does not reference Disaster Recovery (DR) and no DR plan was provided.  
	Recommendation:
A Disaster Recovery plan for the Data Centre should exist which is linked to/integrated with the Business Continuity Plan.
	Management Response:
Agreed.
A disaster recovery plan will be produced for the Data Centre and included in the policy and procedures for HQ.
Shaun Connolly, Head of Estates and Facilities Management
November 30, 2024

	ISS.5
	Priority: High

	Control Requirement:
Hardware automatically shuts down to protect itself from damage if unacceptable temperatures are reached.
Issue:
No evidence was provided to confirm that hardware automatically shuts down.  
	Recommendation:
Management needs to ensure that it receives assurance on the measures that operate to protect items in the Data Centre.
	Management Response:
Agreed.
The BMS supplier is to visit to provide guidance which will result in a policy/procedure to be included in the data centre guide.
Shaun Connolly, Head of Estates and Facilities Management
November 30, 2024

	ISS.6
	Priority: Medium

	Control Requirement:
Utilisation rates are monitored to reduce the use of dedicated resources to a minimum.
Issue:
No information from the BMS was supplied.  
	Recommendation:
Management needs to ensure that it receives assurance on the measures that operate to protect items in the Data Centre.
	Management Response:
Agreed.
The BMS supplier is to visit to provide guidance which will result in a policy/procedure to be included in the data centre guide.
Shaun Connolly, Head of Estates and Facilities Management
November 30, 2024

	ISS.7
	Priority: High

	Control Requirement:
The Data Centre has an appropriate redundancy level.
Issue:
Management stated that the control was not in place and no evidence of the level of redundancy in place if any, was provided.  
	Recommendation:
Management needs to ensure that it receives assurance on the measures that operate to protect items in the Data Centre.
	Management Response:
Agreed.
The data centre redundancy level will be documented in the operating procedure that will be produced.
Shaun Connolly, Head of Estates and Facilities Management
November 30, 2024

	ISS.8
	Priority: Medium

	Control Requirement:
Alerts and notifications have been set based on agreed resource thresholds so systems trigger/alert an operator when these are violated or exceeded.
Issue:
Management stated that alarms only operate on the FLAKT air conditioning units, with a call raised when a trigger is reached.  It was noted that this is a manual process, and a significant time could elapse before identification.  It was stated that no trigger/alert had been experienced in the last 3 years.  
	Recommendation:
Management needs to ensure that an automated (rather than a manual) process is in place and operating.  It should be sought to include FLAKT in the engagement request that is in place to provide networked monitoring.
	Management Response:
Agreed.
Enquiries will be made with the supplier as to whether the alerts can be linked to the BMS.  If possible then a procedure will be written and included in the operating policy.
Any related costs will be included in the engagement request, which will be prioritised.
Matt Coe, Chief Finance Officer
Shaun Connolly, Head of Estates and Facilities Management
November 30, 2024

	ISS.9
	Priority: Medium

	Control Requirement:
Performance measurement and monitoring systems have been implemented.
Issue:
Management stated that there was a Building Management System (not proactively reviewed) and the FLAKT.  As no evidence was provided then no assurance can be given.  
	Recommendation:
Management needs to seek assurance regarding the existence, adequacy and effectiveness of systems in place for performance measurement and monitoring.
	Management Response:
Agreed.
Enquiries will be made with the supplier as to whether the alerts can be linked to the BMS.  If possible then a procedure will be written and included in the operating policy.
Any related costs will be included in the engagement request, which will be prioritised.
Matt Coe, Chief Finance Officer
November 30, 2024





	Audit Title:
SRS – 24006 Information Security Management System
	Audit Sponsor:
Matt Lewis / Kathryn Beavan-Seymour
	Final Report Issued:
06 Aug 2024

	Assurance Opinion:
	
	
	
	
	

	FULL
	SUBSTANTIAL
	MODERATE
	LIMITED
	NONE

	
	
	
	
	


	
	Recommendations / Management Action(s)


	Audit Timeline: 111 days





	ISS.1 – 5.29 Information Security During Disruption
	Priority: Medium

	Control Requirement:
The Organisation shall: 
· determine its requirements for information security and the continuity of information security management in adverse situations, e.g. during a crisis or disaster. 
· establish, document, implement and maintain processes, procedures and controls to ensure the required level of continuity for information security during an adverse situation. 
· verify the established and implemented information security continuity controls at regular intervals to ensure that they are valid and effective during adverse situations.
Issue:
There is no list of established and implemented controls for Information Security during an adverse situation.  Review of the Business Continuity Plan, and the linked playbooks failed to identify that: 
· the requirements for IS and its continuity in an adverse situation had been determined. 
· the processes, procedures and controls to ensure the required level of continuity for IS during an adverse situation had been documented. 
· IS continuity controls are verified at regular intervals to ensure they are valid and effective during adverse situations.  
	Recommendation:
The objective of this control is that information security continuity shall be embedded in the organisation’s business continuity management systems. 
The organisation must determine its requirements for information security and the continuity of information security management in adverse situations. 
The organisation needs to establish, document, implement and maintain processes, procedures and controls to ensure the required level of continuity for information security during a disruptive situation.
The organisation must verify the established and implemented information security continuity controls at regular intervals to ensure that they are valid and effective during these situations. The controls implemented for information security continuity must be tested, reviewed and evaluated periodically to ensure they are maintained against changes in the business, technologies and risk levels. .
	Management Response:
Agreed. 
We will review the information security playbooks in place, and the Business Continuity Plan to ensure that: 
· the requirements for IS and its continuity in an adverse situation have been determined. 
· the processes, procedures and controls to ensure the required level of continuity for IS during an adverse situation are documented. 
· IS continuity controls are verified at regular intervals to ensure they are valid and effective during an adverse situation.
Helen Davies, Business Continuity Manager
Rachel Titcombe, Information Security Architect
December 31, 2024





[bookmark: _Toc468872781]Key Points to Note
Some audits have been rescheduled at the request of the SRS.
Audit Team
	Name
	Position
	Telephone
	Email

	[bookmark: _Toc468872783]Peter Williams
	Head of Audit
	01495 742278
	Peter.williams@torfaen.gov.uk

	Michael Corcoran
	Group Auditor
	01495 742270
	Mike.corcoran@torfaen.gov.uk

	Arran Rosser
	Senior Auditor
	01495 742275
	Arran.rosser@torfaen.gov.uk


Contact Information
Torfaen Internal Audit Service
Civic Centre, Pontypool NP4 6YB
Fax 01495 742439
mike.corcoran@torfaen.gov.uk
[image: ]

High ( 3 )


Medium ( 6 )


Low ( 0  )



Planning


Audit Notificaton 17/05/24


Client Sign off 17/05/24


Fieldwork


End of Testing 02/08/24


Draft Issued 06/08/24


Client Response 20/08/24


Final Issued 20/08/24


Client Acceptance 21/08/24


Reporting



High ( 0 )


Medium ( 1 )


Low ( 0 )



Planning


Audit Notificaton 19/04/24


Client Sign off 24/04/24


Fieldwork


End of Testing 06/08/24


Draft Issued 07/08/24


Client Response 07/08/24


Final Issued 08/08/24


Client Acceptance 08/08/24


Reporting
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