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	1.
	PURPOSE AND RECOMMENDATION

	1.1
	This report provides details of:
i) the status of all Priority 1 and Priority 2 outstanding audit recommendations where the agreed completion date has not been met and an extension of the completion date is sought.

ii)     	the status of all the other Priority 1 outstanding audit recommendations; and 
iii)	a list of all those audit recommendations that have been completed since the last Joint Audit Committee. This is for information only.

	1.2
	It is recommended that the Joint Audit Committee monitors the implementation of recommendations arising from reviews undertaken by External and Internal Audit as set out in the annual internal audit plan.

	2.
	INTRODUCTION & BACKGROUND

	2.1
	Internal and External Audits form part of the governance structure for Gwent Police and provide an opportunity for scrutiny and continuous improvement activity. 

	3.
	ISSUES FOR CONSIDERATION

	3.1
	Attached at Appendix 1 is the status report of the outstanding recommendations from internal audit reports as of 14th November 2024.  Each appendix has been split into three sections in line with paragraph 1.1. 

	3.2
	Each recommendation shows the officer responsible for completing the required actions, the date by which it is planned to complete the necessary work and the status of that work.

	3.3
	The following tables summarise the current implementation status of all outstanding audit recommendations to date:
          Internal Audit
	Findings
	Urgent
Priority 1
	Important Priority 
2
	Routine
Priority 3
	Total

	B/Fwd
	-
	4
	11
	15

	New Recommendations
	-
	6
	13
	19

	Completed
	-
	2
	2
	4

	Ongoing
	-
	8
	22
	30




	3.4
	The following internal audit reports have been produced since the previous report:
· Vetting
· Collaborative- Health and Safety
· HR Management- Absence Management



	4.
	COLLABORATION

	4.1
	Assessment of collaborative activity is included with the Internal and External Audit schedule which supports continuous improvement for efficiency and effectiveness improvements in service delivery and best practice sharing.

	5.
	NEXT STEPS

	5.1
	Appropriate steps to implement the latest audit recommendations are being taken and progress is monitored on an ongoing basis.

	6.
	FINANCIAL CONSIDERATIONS

	6.1
	There are no financial implications arising from this report.

	7.
	PERSONNEL CONSIDERATIONS

	7.1
	There are no personnel implications arising from this report.

	8.
	LEGAL IMPLICATIONS

	8.1
	There are no legal implications arising from this report.

	9.
	EQUALITIES & HUMAN RIGHTS CONSIDERATIONS

	9.1
	This report has been considered against the general duty to promote equality, as stipulated under the Joint Strategic Equality Plan and has been assessed not to discriminate against any particular group.

	9.2
	In preparing this report, consideration has been given to requirements of the Articles contained in the European Convention on Human Rights and the Human Rights Act 1998.

	10.
	RISK

	10.1
	The risk of not completing the recommendations is that it exposes the organisation to operational and financial loss.

	11.
	PUBLIC INTEREST 

	11.1
	In producing this report, has consideration been given to ‘public confidence’? Yes 

	11.2
	Are the contents of this report, observations and appendices necessary and suitable for the public domain? Yes, excluding the appendix

	11.3
	If you consider this report to be exempt from the public domain, please state the reasons: Detail of appendix, not required.

	11.4
	Media, Stakeholder and Community Impacts: None

	12.
	REPORT AUTHOR

	12.1
	Matthew Coe – CFO (CC)

	13.
	LEAD CHIEF OFFICER

	13.1
	Matthew Coe – CFO (CC) 



	14.
	ANNEXES

	14.1
	Appendix 1 - Internal Audit Recommendations status report as 14th November 2024. 



	15.
	CHIEF OFFICER APPROVAL

	15.1
	I confirm this report has been approved and is suitable for publication excluding the appendix.

	Signature:
   [image: A signature on a white background
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	Date:  18/11/24
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Appendix-TIAA Outstanding Audit Update.xlsx
Tiaa - Outstanding Audit Recs

		Tiaa Outstanding Audit Recommendations (downloaded 18th Nov 2024)

		1. Recommendations Requiring Members' Agreement of an Extension of the Planned Completion Date (Priority 1 and 2 Only)

		Job		Recommendation		Priority		Management Comments		Responsible Officer		Due Date		Latest Response





		2. High Priority (Priority 1) Recommendations Where the Planned Completion Date Has Not Yet Expired

		Job		Recommendation		Priority		Management Comments		Responsible Officer		Due Date		Latest Response



		3. Recommendations That Have Been Completed or Rejected (all)

		Job		Recommendation		Priority		Management Comments		Responsible Officer		Due Date		Latest Response

		23/24 Telematics - Collaborative		Further action be taken to reduce the number of occasions a Dallas Key is not used in the same vehicle.		2		IR3 project team are undertaking visits to police stations to audit all vehicles to ensure that they are sounding and that the Dallas key reader is working. 
GWP Fleet department also undertaking the same check when vehicles are serviced. 
Tables will now be reviewed month-on-month by IR3 Telematics Team to ascertain any trends / repeat vehicles, and fed into the Uniform, Equipment and Vehicle User Group for Oversight. 		Project Lead		8/30/24		Local Vehicle User Group meetings do not exist for GWP, and so we still continue to work with the operational lead in Force to identify a solution that works for both us and the Force. We have identified a Single Point of Contact (SPOC) for each police station, and so when we note a trend involving a vehicle, we engage with the relevant SPOC. 

Work continues in the interim to highlight and check the worst offending vehicles in both Forces in addition to the above approach using the project team and the designated SPOCs for each station. Minutes of the Uniform Equipment and Fleet User Group meetings provided that show oversight of use of Dallas Keys.

		20/21 Collaborative Project Review – Office 365		Role based access to every application at all three Forces be defined and documented for every officer and staff role with each business area defining the applications and access levels required for each role.		2		NWP: IAM solution can provide role-based access to applications that use the Active Directory to allow access. Any application that does not use this method cannot be included in the automated solution but can be documented for the process.Post the delivery of the minimum viable product required by the NEP, which will provide basic role-based access, the approach will be to identify and develop these access roles as part the incremental team based roll out approach for MS365. This approach will see the identification of roles within each team, that can be included in existing access roles or involve the creation of a new one.		Superintendent, SMT, Corporate Services		6/30/24		Work is continuing within the project. It relates to the role-based access for the M365 applications therefore for all applications, a review is undertaken and decision made as to whether the apps can be implemented force-wide, such as Teams, Forms, MS Lists, etc or whether further restrictions and permissions need to be put in place, such as Sway and PowerApps. The reality is that given the ‘evergreen’ nature of the M365 suite of applications with new apps and functionality being deployed regularly, this is going to be an ongoing and continual requirement. This will become the responsibility of the centralised M365 team once they are in place and the project has transitioned to business as usual.

Currently, where Apps are ‘locked down’ and only certain access is given, this is managed through a manual process, once a request is authorised, access is granted via ICT/SRS. The aspiration is that we automate this process via SailPoint however, this will need to form part of the wider RBAC project which is currently being piloted with LEDS. This will be an ongoing requirement and will form a business-as-usual process.

		23/24 Telematics - Collaborative		Operational Leads for IR3 be required to investigate why there has been no contact and this be fed back to the Fleet department and the Project team. 		3				Workshop Manager, Fleet Services, GWP		8/30/24		Significant improvement has occurred since the audit, meaning there are currently 0 stale vehicles reporting for Gwent Police.

		23/24 Telematics - Collaborative		Further work be undertaken to establish the root cause of why so many trips are occurring where Dallas Keys are not being used and appropriate action be identified and taken to address this.		3		Telematics Sergeant to undertake work to ascertain vehicles that need to be looked at regarding Dallas Key Use in similar vein to what has been done to drive down unattributed Dallas Keys.		Telematics Sergeant		11/15/24		Update from PS Fallon (Telematics Sgt)- My telematics team have ongoing weekly enq with SWP fleet and GWP devices team to address unrecognised Dallas key usage which has proved very successful in terms of driving the number of recognised keys to just 10 keys or less per force per month and a significant increase in the overall confidence rates in tracking vehicle/person movements.
 
As part of the monthly confidence reports, we also feature the top vehicles with non Dallas key usage. This is normally caused by a fault in the system such as a faulty buzzer. In these instances, my team contact the fleet departments, station spocs and draw attention to these vehicles in the regular various forces vehicle user groups meetings. This then prompts the division/station spocs to inspect the vehicles in question to ensure that the system is working as intended. If not, the user is then required to submit a vehicle defect. 
 
My plan is the push the latter part more moving forward to help increase the already high overall confidence rates for both forces. I am happy the control measures are there and will always feature as business as usual approach from our perspective. This recommendation has been met. 
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