File classification: OFFICIAL SWYDDOGOL

	OFFICE OF THE POLICE AND CRIME COMMISSIONER

	LEAD CHIEF OFFICER:
	Nigel Stephens, Assistant Chief Officer - Resources

	TITLE:
	Annual Report – ICT & Digital Services 2019/20

	DATE:
	3rd September 2020

	TIMING:
	Routine

	PURPOSE:
	For monitoring

	1.
	RECOMMENDATION

	1.1
	The purpose of this report is to present the annual report for the ICT & Digital Services. 

	2.
	INTRODUCTION & BACKGROUND

	2.1
	This report discusses the arrangements with:
· Shared Resource Service.

· Digital Services Division.

· Police ICT Company.

· National Police Technology Council, National ICT Programmes. 

	2.2
	Since July 2011 the Information Communication Technology (ICT) service for Gwent Police has been delivered through a collaborative service model with Torfaen County Borough Council and Monmouthshire County Council. During 2016 and 2017 there were additional members; Blaenau Gwent County Borough Council and Newport City Council, respectively. The service is known as the Shared Resource Service (SRS).

	2.3
	In January 2018 the Digital Services Division (DSD) was established as the digital delivery model in collaboration with South Wales Police and manages the delivery of shared operational and business systems across the two forces. 

	2.4
	The Police ICT Company was formed in 2015 and is a private company limited by guarantee established by Police and Crime Commissioners in England & Wales to support policing to make the public safer through better ICT. They act as a bridge between the policing, technological and commercial worlds, helping the service buy and manage ICT better and exploit new capabilities.

	2.5
	The National Police Technology Council (NPTC) is the group of Heads of Police ICT services who work together under the National Police Chiefs Council to develop national initiatives and solutions to improve the ICT infrastructure for the police service. There are current sixteen national ICT programmes that the NPTC is overseeing.

	2.6
	The strategic direction and priorities are informed by the national, regional and local forums and the SRS provides the delivery mechanism for services to enable a modern and efficient police service.  

	2.7
	The ICT service is a key enabler to the development and implementation of new processes to support service improvement. 

	3.
	ISSUES FOR CONSIDERATION

	3.1
	SRS Strategy.

The SRS Strategy details the approach agreed for the period 2020 to 2026 following consultation and engagement with the partners over the past twelve months. Progress with the implementation of the strategy is monitored through the SRS Strategic Board that meets quarterly.
The strategic direction for the SRS is to focus on consolidating the needs of multiple Public Sector organisations and brokering a shared solutions as a response to those needs. 

The strategy enables greater collaboration across local authority partners and also supports the force digital strategy which is delivered in partnership with South Wales Police (SWP) through the Digital Service Division. This has enabled the implementation of new technology to improve the effectiveness of front line policing delivery and also support functions.

The main thrust of the strategy over the next period is to improve the user experience and to move to hosted (cloud) services which enables agile working. The implementation of the strategy is presented in a phased plan and includes development regarding the data centre, Microsoft 365 and telephony.

	3.2
	Digital Strategy.

In December 2018 the Gwent & SWP Digital Service Strategy was approved. The focus is to provide effective services for the 7,000 officers and staff and every member of the public.

This strategy has been designed to enable the following:

· The Digital Policing strategy which has been sequenced into an annual business plan for Digital Policing. Producing annual business plans has enabled the National Policing Digital Strategy to be delivered locally. 

· Strategy roadshows that communicate the strategy to a wider audience and to our key stakeholders.

· Key pieces of work that have become projects with owners appointed for work and there is clear accountability for delivery. 

This strategy is owned by the Joint Gwent Police and South Wales Police Chief Officer’s Digital Services Board and delivered through the Digital Services Division team.

	3.3
	The SRS and DSD strategies provide the framework on which the ICT work plan was established for 2019/20 that has driven the delivery of services to meet the Policing Vision 2025.

	3.4
	Deliverables.

During the past year the SRS delivered improvements in performance and customer satisfaction. In addition, a structured governance model operates through the ICT Delivery Board that enables all ICT requirements to be assessed, evaluated and prioritised. Structured reporting of progress is reported to the forces Scrutiny Executive Board each month.

	3.5
	The SRS activities for Gwent Police are categorised to Core Planned work and also Projects. Both Core Planned and Project work is prioritised and monitored through the ICT Delivery Board.
a) Core Planned Work
The Core Planned work is categorised into the service areas and the table below shows the completed and in progress work.
Team

Completed

Outstanding

Total

Desktop

42

4

46

Enterprise Architecture

6

1

7

Applications

65

12

77

Server

56

8

64

Network

55

5

60

Project

3

0

3

Development

7

1

8

Business Management

1

0

1

Total

235

31

266

Completed Core Planned Work includes:
· Gov Wi-fi Implementation
· VOIP telephony V10 Contact Centre & V9 OSV Upgrade
· Application Software Upgrades

· Upgraded Servers and established Virtual Machines

b) Projects

The project activities include both Gwent only services and also as Digital Services. The detail is shown at Annex 1 and summarised below.    
FIRMS


The Electronic Timesheet Management project is on course to delivery fully automated time recording and payments from the end of 2020/21. The team have developed an interim solution based on existing GRS software to support the roll out of electronic timesheet recording, initiated to support the forces response to the COVID crisis.

Intranet Apps
· Uniform Ordering App
· Fixed Penalty Notice (COVID) app

· Custody cell check app 

· Right Wing Extremism library app

· Knife crime app

· Notify x app

· USB Tethering app

· Mental Health app

· Ethics portal

Information Security / Back Record Conversion.

· Public Service Network Accreditation 
Mobile data

· 3F Dual Screen Rollout

National Automatic Number Plate System (ANPR).
· The final connection of the mobile devices to the national ANPR system through a collaborative hosted solution with South Wales.
The Estate Strategy

· The implementation of workspaces to promote agile working.
· Estate / Office Transfers (IT kit and Networking requirements)



	3.6
	Service Levels.
The police systems are delivered to performance levels based on operational priority and monitored through the Business Continuity Steering Group.  The performance levels are classified as Platinum, Gold, Silver and Bronze standards. Performance reports are issued monthly and monitored through the ICT Delivery Board. The summary of calls for service is provided in the table below:
Table: Service Desk Calls

Service Calls

2017/18

2018/19

2019/20

No.

%

No.

%

No.

%

 

 

 

 

 

 

 

Telephone

21,136

81%

20,096

82%

15,275

80%

Self Service

5,078

19%

4,539

18%

3,819

20%

Total Calls

26,214

100%

24,635

100%

19,094

100%

There were 19,094 requests for service in the year of which 20% were requested through self-service with the remainder being telephone calls for service.  This is a 22% reduction in the volume of calls for service and reflects the improvement in the stability of our ICT infrastructure over the past year along with the roll out of the new Windows 10 laptops which has enabled the replacement of older technology that required additional support. All requests are logged on the helpdesk portal and users can monitor progress of the service response.
Table: Service Desk Calls resolved at First Point of Contact

Narrative

2017/18

2018/19

2019/20

No.

%

No.

%

No.

%

Closed at 1st Point

12,636

60%

14,189

67%

11,850

62%

Total Calls

20,961

100%

21,066

100%

19,094

100%

In 2019/20 62% of calls were resolved at first point of contact. This reflects that the less complicated calls relating to the desktop and laptop technology have reduced with the roll out of the Windows 10 technology. The calls are therefore more complex calls to the helpdesk reflecting a larger proportion that have been transferred to second line support. 

	3.7

	Audit.
The SRS is subject to internal audit scrutiny. The findings are reported to the Joint Audit Committee where findings are considered and action plans developed to provide improvements to service delivery and controls assurance.  
In addition, the SRS implements the Information Security requirements required of the force.
The reports to the Joint Audit Committee provides scrutiny and has enabled a significant improvement in the prioritisation of this aspect of service delivery.
Internal Audit – Summary of Findings
Firewall 

Substantial

Mobile Computing

Substantial

Identity and Access Management

Substantial

Performance Management – SRS

Substantial

Virtualisation
Substantial

Supplier Management

Moderate

Software Licensing/Management

Moderate

Enterprise Architecture Management

Limited

IT Disposals

Limited

Memorandum of Understanding

Advisory

Cyber Security

Deferred

Back Office

Deferred

These reports generated 48 recommendations, of which one was high, 34 were medium and 13 were categorised as low and confirms significant improvement on the preceding year’s audit performance

Of the 2 Limited Assurance internal audits the actions either have been addressed or actions taken to mitigate the risk.  

The Annual Opinion was that they were satisfied that sufficient internal audit work has been undertaken to allow an overall opinion to be given as to the adequacy and effectiveness of governance, risk management and control of the SRS’s framework of governance.  TCBC’s Annual Opinion was generally satisfactory, with some improvement required in relation to the adequacy and effectiveness of governance, risk management and control.

We also have information security requirements that need to be satisfied to maintain access to the network for the public sector; the Public Sector Network. There is an annual health check audit that is undertaken to identify vulnerabilities which need to be addressed. The ITHC was undertaken in April 2019 and progress with implementing the recommendation has been good and 41 remediation tasks have been completed (covering 1,000 host devices) and 20 remediation tasks are in progress (covering 700 host devices). 

The risks have been assessed and below shows progress under the risk categorisation.

Severity

% Complete

High

85%

Medium

67%

Low

71%

Information

88%

The force achieved PSN compliance from the Home Office in March 2020.

	3.8
	Governance

The governance arrangements for the service include the following:

a) The SRS Strategic Board meets quarterly and the Police and Crime Commissioner along with the Chief Constable determine strategic direction on the delivery of services for the collaboration.  

b) The SRS Governance & Finance Board meets quarterly to consider governance issues such as audit findings, financial performance and personnel issues. 

c) The SRS Business & Collaboration Board meets quarterly to consider service and system alignment opportunities. 
d) The SRS Delivery Group is a force based forum and meets monthly to priorities, monitor progress and taking account operational, financial and service benefits. 
e) The Digital Service Division governance structure reports on a monthly basis to Chief Officers.
f) The Information Security Liaison Board meets quarterly and monitors progress with the Information Security programme.

	4.
	NEXT STEPS

	4.1
	The following priorities for Gwent Police in 2020/21 the implementation of new systems including:

· Single Online Home

· National Enabling Project and Microsoft 365 
· Digital Asset Management System.
· Electronic Time Management Project
· Telematics

· Disaster Recovery Services

· ICT design for the New Headquarters services
· Control Room systems

· NICHE Universal Application

· NLEDS

Preparedness:

· For Mobile phones, Laptops and Body Worn Video refresh.
· For Emergency Services Mobile Communications Programme.
There are also a range of additional projects required through the force through the Change Programme and also estate transition.

	4.2
	The collaborative provision that currently exists between South Wales Police and Gwent Police is being revisited to consider the merits of a further collaborative development and the most suitable technical solution to support this design.

	5.
	FINANCIAL CONSIDERATIONS

	5.1
	The financial resources invested in the ICT services can be categorised into three areas. The first is the SRS which comprises the facilities, staffing and direct non pay expenditure. The second is the force ICT maintenance cost, the third the national ICT maintenance costs and the final costs relate to the Digital Services Division.

	5.2
	For 2019/209 require a detailed revenue spend analysis 
Table: Financial Performance 2019/20
Section

 

Budget

 

Expenditure

 

Variance

£

£

£

SRS Collaboration

4,706,996

3,997,121

709,875

Airwave

584,472

576,597

7,875

Devolved Force Budgets

1,231,344

997,826

233,518

National ICT Services

779,164

820,701

-41,537

DSD

1,511,953

2,338,490

-826,537

Total

8,813,929

8,730,736

83,193

Overall, the technology led budgets were underspent for the year by £0.08m.

The SRS restructuring during 2018/19, along with the transfer of certain force ICT related responsibilities to the DSD was not reflected at budget setting but has been reflected in the actual expenditure during the year. This has been addressed at budget setting in 2020/21 but overall presents a balanced position.  

The Airwave budget overspent in the year due to the additional purchases of handsets and also upgrade to technology to ensure the force is able to operate in the short term and is already Emergency Services Network (ESN) ready.

The National Police systems budget is broadly in line with planned spend.



	6.
	PERSONNEL CONSIDERATIONS

	6.1
	The SRS has circa 220 members of staff, employed by Torfaen CBC providing service to the five collaborative partners.  

The Digital Services Division has 91 staff.

	7.
	LEGAL IMPLICATIONS

	7.1
	There are no legal implications.

	8.
	EQUALITIES AND HUMAN RIGHTS CONSIDERATIONS

	8.1
	This project/proposal has been considered against the general duty to promote equality, as stipulated under the Strategic Equality Plan and has been assessed not to discriminate against any particular group.

	8.2
	In preparing this report, consideration has been given to requirements of the Articles contained in the European Convention on Human Rights and the Human Rights Act 1998.

	9.
	RISK

	9.1
	There are no risks arising from this report and risks relating to the SRS and DSD are reported to the respective governance structures.

	10.
	PUBLIC INTEREST

	10.1
	This document can be disclosed to the public.

	11.
	CONTACT OFFICER

	11.1
	Mr Nigel Stephens, Assistant Chief Officer – Resources

	12.
	ANNEXES

	12.1


	None
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