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OFFICE OF THE POLICE AND CRIME COMMISSIONER
SUBJECT ACCESS REQUEST POLICY AND PROCEDURE

1. Introduction
Article 15 of the UK-General Data Protection Regulation (GDPR) provides data subjects with a right of access to the personal data which organisations hold about them, subject to certain exemptions. Requests for access to personal data are known as Subject Access Requests (SARs).  A request can be made in writing (including via social media) or orally. If it is made orally, then it must be treated no differently to a written request except extra care must be taken to ensure the identity of the applicant and clarification of the type of information sought. 
2. Aim 
This policy clarifies the statutory rights that data subjects have over their data and the procedures in place for ensuring that their rights are consistently met.  It also provides guidance to OPCC staff to assist in responding to any requests in a timely, consistent manner and in compliance with legislation.  

The basis of this policy will be adopted across the four Welsh Offices of the Police and Crime Commissioner (OPCC), although altered to suit local need, in order to provide consistency to data subjects making requests across Wales.

3. Terms and Definitions

	Term
	Definition

	Personal Data
	This can be defined as information which relates to a living data subject who can be directly or indirectly identified from the data available, eg name, address, postcode, vehicle registration mark, ID number such as a National Insurance number or NHS number, payroll or collar number, location data, online identifier (IP address and cookie identifier), photographic or video image.  It also includes any expression of opinion about a data subject and any indication of the intentions of the data controller or any other person in respect of that data subject.

	Processing of personal data
	This refers to the obtaining, recording, holding or performing any operation in any capacity relating to personal data, and applies to both manual and computerised records.

	Data subject
	The data subject to whom the personal information relates.

	Data controller
	A person or an organisation who determines the purpose for which, and manner in which, personal data is to be processed.

	Data processor
	Any person or organisation who processes data on behalf of the Data Controller.

	Data breach
	A breach of security leading to the accidental or unlawful destruction, loss, alteration, disclosure of or access to, personal data.



4. Policy and Procedure

Policy
4.1	Rights of Access
4.1.1	The right of access, commonly referred to as a SAR, gives data subjects the right to obtain a copy of their personal data.  This information helps them understand how and why we are using their data and to check we are doing it lawfully.

4.1.2	Data subjects have the right to obtain the following from a controller
· Confirmation that you are processing their personal data;
· A copy of their personal data; and 
· Other supplementary information

4.1.3	When responding to a SAR, in addition to a copy of their personal data held by the OPCC, the data subject also needs to be provided with:

· [bookmark: _Hlk66260069]the purpose for the processing of their data;
· the categories of personal data concerned;
· the recipients or categories of recipient you disclose the personal data to;
· your retention period for storing the personal data or, where this is not 	possible, your criteria for determining how long you will store it;
· the existence of their right to request rectification, erasure or restriction or to object to such processing;
· the right to lodge a complaint with the Information Commissioner;
· information about the source of the data, where it was not obtained directly from the data subject;
· the existence of automated decision-making (including profiling); and
· the safeguards you provide if you transfer personal data to a third country or international organisation.

4.1.4	This information can be found in our Privacy Notice.  Providing a link to the Privacy Notice in the response should be sufficient to meet the criteria above.  If the data subject does not have internet access then a paper copy must be provided.

4.1.5	Should the data subject require any clarification or further information regarding how their data is used, you must refer the data subject to the Data Protection Officer (DPO). 

4.2	Receiving a Subject Access Request

4.2.1	The OPCC has a SAR Form (appendix a), which is designed to gather the information which is needed to identify, communicate and locate the required data the data subject is requesting.  There is no legal requirement to complete the form when submitting a request, but it is a helpful guide for both the OPCC and data subjects in clarifying who the data subject making the request is and what information they wish to receive.

4.2.2	Any request from a data subject which appears to be asking for information/records containing personal information should be date stamped and forwarded to the Governance Officer.  The Governance Officer will then determine if the request is a SAR, that the information being requested is clear and that there is sufficient evidence to confirm the data subject’s identity or whether further evidence may be needed. The request will be acknowledged, with a request for further evidence if required, and a date will be provided as to when the data subject can expect a response; this is one month starting the day the request is received.  However, please note that the request will be ‘on hold’ if evidence of identity is required and will not be restarted until this has been received and confirmed.

4.2.3	Requests for access to personal information may also be received at police stations across Gwent.  Where this is the case, the Station Enquiry Officer should provide the OPCC SAR form to the data subject (although if the Gwent Police form is provided, this will also be accepted). Where the subject wishes to make an oral request, the Station Enquiry Officer should verify the identity of the subject in accordance with the procedure below which is common to Gwent Police and the Gwent OPCC and ensure that the OPCC is made aware of the request in a timely manner. Following receipt of the information, the OPCC will be solely responsible for handling the request.  Alternatively, contact details for the OPCC should be provided for a direct request to be made

4.2.4	Requests will be dealt with within the statutory time scale of one calendar month. If the request is complex, then an extension of another two months is permissible, provided that this is communicated to the individual in a timely manner within the first month.

4.3	Identification 

4.3.1	In most cases, two forms of identification will need to be produced at the time of making a SAR in order for the request to be processed.  

4.3.2	Identification must not be requested where the identity of the data subject is already known as this will be deemed unreasonable. One such example of this is where a member of staff of the OPCC makes a SAR; to require a utility bill, payslip or passport would be unreasonable, as their identity will already be known.

4.3.3	The purpose of identification is to establish the correct name, date of birth, current address and be able to check the signature on the form/letter. The OPCC may require further information in order to satisfy itself as to the identity of the data subject and will inform them of that requirement where necessary. It is important to confirm the identity of the person making the application to ensure the personal data is disclosed to the data subject and not to someone impersonating them. 

4.4	Sufficient Information

4.4.1	If the data subject does not provide sufficient information as is reasonably required to locate the personal data sought, the OPCC must inform the data subject that further information is required. These steps must be taken as soon as possible after receiving an application.  In most circumstances, a SAR ‘for everything you hold about me’ would in itself constitute insufficient information and would require further clarification. However, there may be limited occasions where the nature of the relationship between the data subject and OPCC and context of the request could make such a request sufficient.

4.4.2	When a request for clarity has been sent to a data subject the timeframe in which a response will be provided will be paused.  It will only resume once clarity has been provided.

4.4.3	Where the data subject has made a request for information only partly held by the OPCC and the remainder is likely to be held by Gwent Police, the Governance Officer will make contact with the data subject and notify them that the OPCC can transfer the relevant parts of the request to Gwent Police, or they may make a separate application to the force themselves. If the data subject elects for the latter, then they will be informed that the request will be handled by the force and that a new point of contact will be established.

4.5      Consent for Release of Information to Third Parties 

4.5.1	A data subject can ask for information disclosure to be made to a third party acting on their behalf such as a Solicitor.  Consent of the data subject is defined as:

Any freely given, specific informed and unambiguous indication of the data subject’s wishes by which he or she by statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her. 

4.5.1 In order to facilitate disclosure to a third party, the data subject will need to provide explicit and specific consent at the time of making their request.  Identification of the data subject the request is about will still need to be provided to the OPCC.

4.6      Applications made on Behalf of a Young Person

4.6.1	SARs can be accepted from a young person where they are believed to have sufficient intellectual ability to understand the nature of the application.  There is no age limit defined in Wales but in Scotland it is generally presumed that a person of twelve years of age or over will have sufficient age and maturity to exercise the right of subject access. 

4.6.2	A parent or guardian can exercise the right and receive the reply, if the young person does not have the intellectual ability to understand the nature of the application, and the parent is thought to be acting in the best interests of the young person. At all times the person processing the SAR must record their decisions and rationale.

4.6.3	The parent must provide proof of parental responsibility in these cases as well as valid identification for themselves. Disclosure will not be facilitated until the OPCC is in receipt of such documents as required to validate the requestor’s identity and parental responsibilities to the child in question. 
 
4.7     Sourcing of Information

4.7.1	Once the OPCC is in receipt of a valid request, it will be recorded and the Governance Officer will conduct a search of the OPCC’s electronic records, filling systems, databases and paper records that might contain the data subject’s personal data. Any personal data produced from that search, relating to the data subject, will be scrutinised to ensure that the information is appropriate for disclosure. Where information is located, but elements aren’t suitable for disclosure, such as personal information relating to another data subject, the Governance Officer will ensure that redactions are applied appropriately. At all times, exemptions and redactions are to be recorded and the rationale noted.

4.7.2	When all information has been sourced and it becomes clear that information held by the OPCC has been provided by a different data controller (in most cases this is likely to be the police force), then the OPCC must liaise with the original data controller, informing them of the request and the information that may be released.  The data controller should be asked if any of the information they have provided should be exempt and if so under what exemption and a rationale provided.  The OPCC must then consider this feedback prior to making the final decision.

4.8 Disclosure of Information

4.8.1 Disclosure will be made either in hard copy or via electronic means such as email as per the request of the data subject.  If no preference is specified at the time the request is made, where possible, the response will be provided via the same method as the request was made.  If the request was made via social media an alternative method of disclosure will be required.

4.8.2 Emailed disclosure will be via a Word document which will be password protected and sent to the data subject to the email address specified within their request. Where disclosures have been password protected, the data subject will be required to contact the OPCC in order to be provided with the password required to open the documentation. This is to protect the data subject against unauthorised access to any sensitive or confidential information being disclosed.

4.8.3	Hard copy disclosures will be sent to the data subject via Royal Mail Signed For.  If an alternative method is requested by the data subject that is more costly then the OPCC is able to charge for the increased fee and the cost of any additional administrative work. 

4.8.4	Alternatively, the data subject can choose to collect their disclosure from the OPCC at Police Headquarters by making a prior appointment. This appointment must take place between 9am-5pm Mon-Thu and 9am-4pm on Friday.  The data subject will need to show valid original identification prior to collecting the disclosure and may be required to sign a receipt to indicate that the disclosure has been collected. 

4.9	Fees

4.9.1	The majority of SARs will not involve a fee. Information will be provided free of charge to any data subject making a SAR unless:

· The request is manifestly unreasonable, excessive or unfounded; and/or
· The request asks for a further copy of information which has already been disclosed

4.9.2	Those requests that are deemed chargeable will have a reasonable fee applied to cover the administrative cost of complying with the request.

4.9.3	Disclosures provided in response to initial SARs to the OPCC and which are facilitated via email or by the data subject collecting in person will be provided free of charge unless they are deemed to be excessive. Identical requests made by the same applicant will not be responded to unless reasonable time has elapsed or there is a reasonable circumstance for the request to be made but this may attract an administrative fee. 

4.10	Refusing a Request – Exemptions and Manifestly Unfounded/Excessive

4.10.1	The Act clearly defines the applicable exemptions which specify the circumstances in which the OPCC can refuse to provide access to personal data.  These, along with further guidance, are clearly listed on the Information Commissioner’s Office website.

4.10.2	As well as the exemptions, a SAR can also be refused if it is deemed to be ‘manifestly unfounded’ or ‘manifestly excessive’.




	Manifestly Unfounded
4.10.3 A request may be manifestly unfounded if:

· the data subject clearly has no intention to exercise their right of access. For example an data subject makes a request, but then offers to withdraw it in return for some form of benefit from the organisation; or
· the request is malicious in intent and is being used to harass an organisation with no real purpose other than to cause disruption. For example, the data subject:
· explicitly states, in the request itself or in other communications, that they intend to cause disruption;
· makes unsubstantiated accusations against you or specific employees which are clearly prompted by malice;
· targets a particular employee against whom they have some personal grudge; or
· systematically sends different requests to you as part of a campaign, eg once a week, with the intention of causing disruption.

4.10.4 A request must be considered in the context in which it is made.  If the data subject genuinely wants to exercise their rights, it is unlikely that the request could be deemed to be manifestly unfounded.

Manifestly Excessive
4.10.5 To determine if a request could be deemed to be manifestly excessive, consideration needs to be given as to whether it is clearly or obviously unreasonable.  This should be based on whether the request is proportionate when balanced with the burden or costs involved in dealing with the requests.

4.10.6 This will mean taking into account all the circumstances of the request, including:

· the nature of the requested information;
· the context of the request, and the relationship with the data subject;
· whether a refusal to provide the information or even acknowledge if you hold it may cause substantive damage to the data subject;
· available resources;
· whether the request largely repeats previous requests and a reasonable interval hasn’t elapsed; or
· whether it overlaps with other requests (although if it relates to a completely separate set of information it is unlikely to be excessive). 

4.10.7 A request is not necessarily excessive just because the data subject     
             requests a large amount of information. 
4.10.8 Consideration should also be given to asking the data subject for more 
             information to help locate the information they want and whether 
             reasonable searches can be made for the information. 
4.10.9 It is important to consider each request individually and for clear justifications 
            to be recorded as to why a decision was made to use an exemption or to treat 
            as request as being manifestly unfounded or excessive. An explanation must 
            also be provided to the data subject to explain why the data has been withheld        
            and the relevant exemption, unless doing so would itself disclose information 
            which would be subject to the exemption.  A record of this information will also        
            be recorded and kept by the OPCC in an exemption register.
4.11 [bookmark: _Hlk66118315]Responding to Subject Access Requests

4.11.1	When the information has been collated in a secure and readable format, the Head of Assurance and Compliance will review the redactions, edits, exemptions and overall information and approve or reject the disclosure. Where the disclosure is rejected, the Governance Officer will complete any amendments that are required and ensure that contact is maintained with the data subject in order to manage expectations. At all times, decisions made by OPCC staff will be recorded and justified when necessary.

4.11.2	When returning the SAR information, the data subject or third party will be made aware of their right to rectification, restriction of editing and of the opportunity to complain, firstly to the OPCC and then if still not satisfied to the Information Commissioner’s Office.

4.12 Making a Complaint

4.12.1	Where a data subject or their third party makes a complaint about the way a SAR has been handled by the OPCC, the Governance Officer shall be informed so that records may be maintained. The Chief Executive will carry out a review of the processes followed and ensure that the Governance Officer is updated on the progress of the review. The Governance Officer will ensure that the complainant is provided with a realistic and reasonable date by which they can expect to hear from the OPCC regarding their complaint. 

4.12.2	The data subject will be informed of the outcome of their complaint in written format.  The complaint will also contain details of the data subjects right to make a complaint to the Information Commissioner’s Office.

4.13 Rectification of Incomplete or Incorrect Data

4.13.1	It is possible that upon receipt of their information, the data subject notices that the OPCC has held incomplete or inaccurate data about them. Under the Act they may seek to rectify this. The data subject is likely to notify the Governance Officer who in the first instance should clarify with the data subject whether they wish for the OPCC to stop processing the personal information in its current state. If this is the case then the Governance Officer must seek advice from the Data Protection Officer and notify the Chief Executive who will make a decision as to whether the restriction of processing is practical, reasonable and justified. If this is deemed to be the case, then the Governance Officer will liaise with the information owners and restrict processing.

4.13.2	In order to ensure that OPCC data is accurate and up-to-date, the Governance Officer must request from the data subject the correct information and where necessary, proof that the new information they are providing is accurate. The data subject is under no obligation to provide new information and it may be the case that the OPCC has to restrict processing and consider deleting the information.

4.14 Right to Erasure

4.14.1	The ‘right to be forgotten’ is inextricably linked to the restriction of processing, it may be the case that one follows the other. Where a data subject has received a response to their SAR and has identified that information about them is held by the OPCC, they may make an application to the OPCC for that data to be deleted. 

4.14.2	Where a request is received, the Chief Executive must make the decision as to whether it is practical and justifiable to restrict the processing of personal information whilst a decision is made as to whether to erase that data. The Governance Officer will liaise with information owners and ensure that processing is restricted for the duration determined by the Chief Executive. At all times, the Governance Officer and Chief Executive are to document their decisions and rationales so that the OPCC can provide information to the Information Commissioner’s Office in a timely manner.

4.15 Retention

4.15.1	A copy of the completed response will be held by the OPCC for 2 years from disclosure or from completion of any appeal, local or ICO then will be reviewed for disposal in line with our retention schedule. 

5. Training
5.1	The Head of Assurance and Compliance and Governance Officer of the OPCC need to receive specific training in dealing with SARs.
6. Monitoring
6.1	Responsibility for monitoring this document will lie with the Head of Assurance and Compliance. The document will be updated when changes to the guidance are made by the Information Commissioner’s Office.  
7. Consultation
7.1	This is a policy used by all Welsh OPCCs.  the document was drafted by Gwent with each of the DPOs consulted in the other three OPCCs along with all four Chief Executives.


8. Associated Documentation
8.1	The UK General Data Protection Regulation supersedes the previous EU directive and Act and give data subjects clearly defined rights and control over the personal data, with increased penalties for organisations for non-compliance.    The Regulations cover the processing of all personal information whether it is processed on computer, CCTV, manual filing records, digitally or via any other form of media.  The GDPR does not apply to the processing of personal data for specific law enforcement purposes.

8.2	The Data Protection Act compliments the GDPR.  It details exemptions where the GDPR provisions do not apply, defines the powers of the Information Commissioner and clarifies some of the terms used in the GDPR.  The Act also defines the circumstance and lawful basis under which the OPCC can process law enforcement data.   

9. Dissemination
9.1	All staff working within the OPCC must be made aware of the SAR policy and procedure due to the nature of the roles undertaken. Any person is able to make a SAR at any time in any format and staff must be able to identify one and provide assistance on next steps.  As such this policy will be circulated to all OPCC staff.

10. Review Period
10.1	The document will be reviewed every four years, on an all Wales basis, to ensure it remains accurate.
11. Appendices
11.1	Appendix A – Subject Access Request Form


[bookmark: _MON_1679894579]
11.2	Appendix B – Subject Access Request Procedure (not for publication)


11.3	Appendix C – Exemptions Register (not for publication)
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All Wales SAR Form English.docx
OFFICE OF THE POLICE AND CRIME COMMISSIONER FOR GWENT

MAKING A SUBJECT ACCESS REQUEST

Please read the following information carefully before completing the application

This guidance is for the use and completion of applications for information held by the Office of the Police and Crime Commissioner for Gwent. 



If you wish to request information that may be held by Gwent Police please visit their website or contact them on 01633 838111 or email dataprotection@gwent.police.uk



Your Rights of Access (to locally held information – Subject Access)

Subject to certain exemptions you have a right to be told whether the Office of the Police and Crime Commissioner Gwent holds any information about you (your personal data) and a right to be provided with a copy of that personal data within one calendar month of a legitimate request and proof of identity.



If you wish to exercise your rights, please complete this form carefully and follow the instructions regarding proof of identity.



The Data Protection Act means that in certain circumstances the Office of the Police and Crime Commissioner for Gwent may decide not to provide you with some personal data.  For example, we will not provide personal data if we feel releasing it to you would be likely to prejudice policing purposes, and we may not provide you with information that identifies other individuals.  



Fee

You will not be charged for this request, however if you require further copies of the information provided you may be charged a reasonable administration fee.  



Returning this form

Once completed, please send the form and appropriate identification to:  



Email: Commissioner@gwent.police.uk (Please note any email you send to us will not be secure in transit)



or



Post: Data Protection Officer

Office of the Police and Crime Commissioner for Gwent
Police Headquarters 

Croesyceiliog

Cwmbran

NP44 2XJ



Should any advice or guidance be required in completing this application, please contact us on 01633 642200.





		





		Section 1. Personal Information 



		Title: (Mr, Mrs, Miss, Ms, Dr, Rev etc):

		

		Surname/Family Name:

		



		First Name(s):

		



		Maiden/Former Name(s):

		

		Gender:

		



		Date of birth:

		

		Place of Birth:

		



		Current Address (including Postcode):

		



		Telephone Number(s): Landline

		

		Mobile:

		



		Email Address:

		



		Previous Addresses(1):

		



		Previous Addresses(2):

		



		



		Section 2. Personal Data Sought



		To help us find the information that may be held about you, please supply as much detail as possible about the information you require and specify exactly what information you are requesting. Please include where available dates and times; and any other information you have that can assist us in finding the information you seek. Please note a failure to provide such details may result in your application being rejected and returned to you.



		







		



		Section 3. Delivery of disclosure



		Response Method:

		Email  ☐

		Post ☐

		Collection ☐



		Please note that that where an email response is requested, it will be sent to the email address you have specified. Please ensure it is accurate.



Documents can be collected from the Office of the Police and Crime Commissioner by making a prior appointment





		Alternative postal address:  If you do not want the correspondence sent to your current address  

		



























		



		Section 4. Proof of Identity Documents



		To help establish your identity, your application must be accompanied by at least two different official forms of identification. Between them, they should bear a combination of your name, address, signature and date of birth (e.g. Driving Licence, Passport, Medical Card, Birth/Adoption Certificate, Bank Statement, or Utility Bill). Please do not send original documents as we cannot accept responsibility for their secure storage or return. 







		Section 5. Declaration



		The information I have supplied in this request is correct and I am the person to whom it relates. 



Warning: A person who impersonates another or attempts to impersonate may be guilty of an offence.



		Signature:

		



		Date:

		



		



		CHECKLIST



		Have you fully completed all the sections you need to?

		☐

		Have you specified the exact information required?

		☐

		Have you enclosed the copies of identity documents?

		☐

		Contact Details



		Once completed, please send the form and appropriate identification to:  



Email: Commissioner@gwent.police.uk (Please note any email you send to us will not be secure in transit)



or



Post: Data Protection Officer

Office of the Police and Crime Commissioner for Gwent
Police Headquarters 

Croesyceiliog

Cwmbran

NP44 2XJ



Should any advice or guidance be required in completing this application, please contact us on 01633 642200.









		









		For Office Use Only 

(Check that the form has been completed and is legible and you are satisfied with the applicant’s identity)



		Date application received

		



		Application Checked and Legible?

		Yes / No



		Identification Documents Checked?

		Yes / No



		Identity document 1

		



		Identity document 2

		



		Identity document(s) returned

		Yes / No



		Name:

		



		Staff Number:

		



		Date Request completed:

		



		Comments:

		































[bookmark: _GoBack]





		Retention period:
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All Wales SAR Form Cymraeg.docx
SWYDDFA COMISIYNYDD YR HEDDLU A THROSEDDU GWENT

CAIS GWRTHRYCH AM WYBODAETH

Darllenwch y wybodaeth ganlynol yn ofalus cyn cwblhau’r cais hwn

Mae’r canllaw hwn i’w ddefnyddio i gwblhau cais am wybodaeth sy’n cael ei chadw gan Swyddfa Comisiynydd yr Heddlu a Throseddu Gwent. 



Os ydych am wneud cais am wybodaeth a all fod yn cael ei chadw gan Heddlu Gwent  ewch i’w gwefan, cysylltwch â nhw ar 01633 838111 neu e-bostiwch dataprotection@gwent.police.uk



Eich hawl i wybodaeth (gwybodaeth sy’n cael ei chadw’n lleol – Hawl Gwrthrych)

Yn amodol ar eithriadau penodol mae gennych hawl i gael eich hysbysu a yw Swyddfa Comisiynydd yr Heddlu a Throseddu Gwent yn cadw unrhyw wybodaeth amdanoch chi (eich data personol) a hawl i gael copi o’r data personol hwnnw o fewn un mis calendr i gais cyfreithiol sy’n cynnwys dogfennau sy’n profi pwy ydych chi.



Os ydych am arfer eich hawliau, llenwch y ffurflen hon yn ofalus a dilynwch y cyfarwyddiadau ynglŷn â dogfennau sy’n profi pwy ydych chi.



Mae’r Ddeddf Diogelu Data yn golygu mewn rhai amgylchiadau efallai y bydd Swyddfa Comisiynydd yr Heddlu a Throseddu yn penderfynu peidio â darparu peth data personol. Er enghraifft, ni fyddwn yn darparu data personol os yw rhyddhau’r data hwnnw yn debygol o niweidio dibenion plismona, ac efallai na fyddwn yn darparu gwybodaeth i chi sy’n enwi unigolion eraill.  



Ffi

Ni chodir tâl arnoch am y cais hwn. Fodd bynnag os oes angen copïau eraill o'r wybodaeth a ddarparwyd arnoch chi, gellir codi ffi gweinyddu resymol arnoch.   



Dychwelyd y ffurflen hon

Unwaith y byddwch wedi ei llenwi, anfonwch y ffurflen a dogfennau sy’n profi pwy ydych chi at:  



E-bost: Commissioner@gwent.police.uk (Sylwer: ni fydd unrhyw e-bost a anfonwch atom yn ddiogel ar ei hynt)



neu



Post: Swyddog Diogelu Data

         Swyddfa Comisiynydd yr Heddlu a Throseddu Gwent
         Pencadlys yr Heddlu
         Croesyceiliog
         Cwmbrân
         NP44 2XJ



Os bydd angen unrhyw gyngor neu arweiniad wrth gwblhau'r cais hwn, cysylltwch â ni ar 01633 642200.





		





		Adran 1. Gwybodaeth Bersonol 



		Teitl (Mr, Mrs, Miss, Ms, Dr, Parch ayyb):

		

		Cyfenw:

		



		Enw(au) Cyntaf:

		



		Enw(au) cyn priodi/Blaenorol:

		

		Rhywedd:

		



		Dyddiad geni:

		

		Man Geni:

		



		Cyfeiriad Presennol (yn cynnwys Cod Post):

		



		Rhif(au) ffôn: Llinell dir

		

		Symudol:

		



		Cyfeiriad e-bost:

		



		Cyfeiriadau Blaenorol(1):

		



		Cyfeiriadau Blaenorol(2):

		



		



		Adran 2. Data personol y gwnaed cais amdano



		Er mwyn ein cynorthwyo, rhowch gymaint o fanylion â phosibl am y wybodaeth sydd ei hangen arnoch a nodwch yn union pa wybodaeth rydych yn gofyn amdani. Cofiwch gynnwys dyddiadau ac amseroedd os ydynt ar gael; ac unrhyw fanylion eraill a allai ein cynorthwyo i ddod o hyd i'r wybodaeth a geisiwch. Sylwer: gall peidio â darparu manylion o'r fath arwain at wrthod eich cais a’i ddychwelyd atoch.



		







		



		Adran 3. Cyflwyno dadleniad



		Dull Ymateb:

		E-bost  ☐

		Post ☐

		Casglu  ☐



		Sylwer: os gofynnir am ymateb drwy neges e-bost, fe'i hanfonir at y cyfeiriad e-bost yr ydych wedi ei nodi. Sicrhewch ei fod yn gywir.



[bookmark: _GoBack]Gellir casglu dogfennau o Swyddfa Comisiynydd yr Heddlu a Throseddu trwy drefnu apwyntiad ymlaen llaw





		Cyfeiriad post arall: 

Os nad ydych eisiau i'r ohebiaeth gael ei hanfon at eich cyfeiriad presennol  

		



























		



		Adran 4. Dogfennau sy’n profi pwy ydych chi



		Er mwyn cynorthwyo i gadarnhau pwy ydych, rhaid cynnwys o leiaf dwy ddogfen adnabod swyddogol gyda’ch cais. Rhyngddynt, dylent gynnwys eich enw, cyfeiriad, llofnod a dyddiad geni (e.e. Trwydded Yrru, Pasbort, Cerdyn Meddygol, Tystysgrif Geni/Mabwysiadu, Datganiad Banc, neu Fil Cyfleustodau). Peidiwch ag anfon y dogfennau gwreiddiol gan na allwn fod yn gyfrifol am eu cadw’n ddiogel neu eu dychwelyd.







		Adran 5. Datganiad



		Mae'r wybodaeth rwyf wedi'i darparu yn y cais hwn yn gywir ac i mi mae’r wybodaeth yn berthnasol. 



Rhybudd: Gall unigolyn sy'n ffugio neu geisio ffugio bod yn rhywun arall fod yn euog o drosedd.



		Llofnod:

		



		Dyddiad:

		



		



		RHESTR WIRIO



		A ydych wedi llenwi'r holl adrannau angenrheidiol?

		☐

		A ydych wedi nodi pa wybodaeth yn union sydd ei hangen arnoch?

		☐

		A ydych wedi amgáu’r copïau o ddogfennau sy’n profi pwy ydych chi?

		☐

		Manylion Cyswllt



		Anfonwch y ffurflen wedi’i llenwi a dogfennau priodol sy’n profi pwy ydych chi at:  



E-bost: Commissioner@gwent.police.uk (Sylwer: ni fydd unrhyw e-bost a anfonwch atom yn ddiogel ar ei hynt)



neu



Post: Swyddog Diogelu Data

         Swyddfa Comisiynydd yr Heddlu a Throseddu Gwent
         Pencadlys yr Heddlu
         Croesyceiliog
         Cwmbrân
         NP44 2XJ



Os bydd angen unrhyw gyngor neu arweiniad wrth gwblhau'r cais hwn, cysylltwch â ni ar 01633 642200.









		





		At ddefnydd y swyddfa'n unig 

(Gwiriwch fod y ffurflen wedi'i llenwi a’i bod yn gymwys a'ch bod yn fodlon gyda phwy yw'r ymgeisydd)



		Dyddiad y derbyniwyd y cais

		



		Cais wedi'i wirio ac yn glir?

		Ydi / Nac ydi



		Dogfennau adnabod wedi’u gwirio?

		Do / Naddo



		Dogfen adnabod 1

		



		Dogfen adnabod 2

		



		Dogfennau adnabod wedi'u dychwelyd?

		Do / Naddo



		Enw:

		



		Rhif Staff:

		



		Dyddiad y cwblhawyd y cais:

		



		Sylwadau:

		





































		Cyfnod cadw:
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Subject Access Request Procedure



Upon receipt of a SAR 

· Verify whether you are the correct data controller of the personal information that the data subject has requested. 

· If you are not a controller, but merely a processor, inform the data subject and refer them to the actual controller. 

· The request may also be for information held by the local police force – if this is the case you need to reply to inform them of this and how they can make this request to the force.

· Verify the identity of the data subject; if needed, request any further evidence on the identity of the data subject. 

· Verify the access request; is it sufficiently substantiated? Is it clear to the data controller what personal data is requested? If not, request additional information. 

· Verify whether requests are unfounded or excessive (in particular because of their repetitive character); if so, you may refuse to act on the request or charge a reasonable fee. 

· Promptly acknowledge receipt of the SAR, inform the data subject of any costs involved in the processing of the SAR and provide a date by which a response should be expected.  

· If a request for clarity is made to the data subject then the timeframe in which a response must be provided is paused.  This must be communicated to the data subject when requesting clarity.

· If a request for further evidence as to the ident of the data subject is made, then the timeframe in which a response must be provided is paused.  This must be communicated to the data subject when requesting clarity.

· Verify whether you process the data requested. If you do not process any data, inform the data subject accordingly. At all times make sure the internal SAR policy is followed and progress can be monitored. 

· Ensure data will not be changed as a result of the SAR. Routine changes as part of the processing activities concerned are permitted. 

· Verify whether the data requested also involves data on other individuals and make sure this data is filtered before the requested data is supplied; if data cannot be filtered, ensure that other individuals have consented to the supply of their data as part of the SAR. 



Responding to a SAR 



· Respond to a SAR within one month after receipt of the request: 

· If more time is needed to respond to complex requests, an extension of another two months is permissible, provided this is communicated to the data subject in a timely manner within the first month; 

· if the OPCC cannot provide the information requested, it should inform the data subject on this decision without delay and at the latest within one month of receipt of the request. 

· If a SAR is submitted in electronic form, any personal data should preferably be provided by electronic means as well. 

· If information on the data subject is processed, make sure to include as a minimum the following information in the SAR response: 

i. the purpose for the processing of their data;

ii. the categories of personal data concerned;

iii. the recipients or categories of recipient you disclose the personal data to;

iv.      your retention period for storing the personal data or, where this is not 	possible, your criteria for determining how long you will store it;

v. the existence of their right to request rectification, erasure or restriction or to object to such processing;

vi. the right to lodge a complaint with the Information Commissioner;

vii. information about the source of the data, where it was not obtained directly from the data subject;

viii. the existence of automated decision-making (including profiling); and

ix. the safeguards you provide if you transfer personal data to a third country or international organisation.



· A lot of the above is likely to be included in a privacy notice – where this is the case a link to the privacy notice



· Provide a copy of the personal data undergoing processing. 



What must I do? 



1. MUST: On receipt of a subject access request you must forward it immediately to the Governance Officer, or in their absence, the Data Protection Officer. 

2. MUST: We must correctly identify whether a request has been made under the Data Protection legislation 

3. MUST: A member of staff who receives a request to locate and supply personal data relating to a SAR must make a full exhaustive search of the records to which they have access (both electronic and hard copy). 

4. MUST: All the personal data that has been requested must be provided unless an exemption can be applied. 

5. MUST: We must respond within one calendar month after accepting the request as valid. 

6. MUST: Subject Access Requests must be undertaken free of charge to the requestor unless the legislation permits reasonable fees to be charged. 

[bookmark: _GoBack]7. MUST: Managers must ensure that the staff they manage are aware of and follow this guidance. 



How must I do it? 

· Notify the Governance Officer or, in their absence, the Data Protection Officer upon receipt of a request. 

· You should clarify with the requestor what personal data they need. 

· They must supply their address and valid evidence to prove their identity. 

· They are not required to do so in writing but you may ask them to do so.

· If additional proof of identity is required, the following forms of identification are accepted 

(* These documents must be dated in the past 12 months, +These documents must be dated in the past 3 months): 

· Current UK/EEA Passport 

· UK Photocard Driving Licence (Full or Provisional) 

· Firearms Licence / Shotgun Certificate

· State Benefits Entitlement Document* 

· State Pension Entitlement Document* 

· HMRC Tax Credit Document* 

· Local Authority Benefit Document* 

· HMRC Tax Notification Document 

· Disabled Driver’s Pass 

· Financial Statement issued by bank, building society or credit card company+ 

· Judiciary Document such as a Notice of Hearing, Summons or Court Order 

· Utility bill for supply of gas, electric, water or telephone landline+ 

· Most recent Mortgage Statement 

· Most recent council Tax Bill/Demand or Statement 

· Tenancy Agreement 

· Building Society Passbook which shows a transaction in the last 3 months and your address

· Depending on the degree to which personal data is organised and structured, you will need to search:

· emails (including archived emails and those that have been deleted but are still recoverable),

· Word documents, 

· spreadsheets, 

· databases, 

· systems, 

· removable media (for example, memory sticks, CDs), 

· tape recordings, 

· paper records in relevant filing systems etc. which your area is responsible for or owns. 

· You must not withhold personal data because you believe it will be misunderstood; instead, you should provide an explanation with the personal data. You must provide the personal data in an “intelligible form”, which includes giving an explanation of any codes, acronyms and complex terms. The personal data must be supplied in a permanent form except where the person agrees or where it is impossible or would involve undue effort. You may be able to agree with the data subject that they will view the personal data on screen or inspect files on our premises. You must redact any exempt personal data from the released documents and explain why that personal data is being withheld. 

· A spreadsheet is maintained allowing the OPCC to report on the volume of requests and compliance against the statutory timescale. 

· When responding to a SAR, we must advise the data subject that they may initial make a complaint to the OPCC if they are unhappy with the outcome and if still not satisfied can complain to the Information Commissioners Office (ICO).

2




image5.emf
SAR Exemptions  Register.xlsx


SAR Exemptions Register.xlsx
Options

		Exemptions		Options



		Crime and Taxation		Yes

		Disclosure Required by Law		No

		Functions Designed to Protect Public		Other

		Protection of the Rights of Others		N/A

		Legal Professional Priviledge

		Self Incrimination

		Management Forecasts

		Negotiations

		Confidential References

		Special Purposes

		Research and Statistics

		Archiving in the Public Interest





Log

		Exemptions

		Application Reference		Date Exemption Applied		Exemption 		What has been exempted?		Rationale For Exemption		Staff Reviewing		Supervisor Approving		Subject/Requestor Notified		Notified Time/Date
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